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	** UPDATE **

The April 2020 release has been cancelled. The next release is scheduled for May 16, 2020. Some features and changes are released outside of the monthly release schedule. This release note update document includes all the changes that were released between March 14 (March release date) and April 17. For maximum visibility, these release notes will be repeated in the next month's release notes. Changes that occur after April 17 will be documented in the May release notes.
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Legal Disclaimer

The information in this presentation is confidential and proprietary to SAP SE or an SAP affiliate company and may not be disclosed without the permission of SAP SE or the respective SAP affiliate company. This presentation is not subject to your license agreement or any other service or subscription agreement with SAP SE or its affiliated companies. SAP SE and its affiliated companies have no obligation to pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation and SAP SE or an SAP affiliate company’s strategy and possible future developments, products and or platforms directions and functionality are all subject to change and may be changed by SAP SE and its affiliated companies at any time for any reason without notice. The information in this document is not a commitment, promise or legal obligation to deliver any material, code or functionality. This document is provided without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement. This document is for informational purposes and may not be incorporated into a contract. SAP SE and its affiliated companies assume no responsibility for errors or omissions in this document, except if such damages were caused by SAP SE or an SAP affiliate company’s willful misconduct or gross negligence. 

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and they should not be relied upon in making purchasing decisions.
Release Notes
Authentication
**Ongoing** Deprecation of HMAC Initiates Migration to SSO Self-Service

	Information First Published
	Information Last Modified
	Feature Target Release Date

	July 12, 2019
	March 06, 2020
	Phase I: July 2019

Phase II: July 2020

	Any changes since the previous monthly release are highlighted in yellow in this release note.


These changes are part of the SAP Concur continued commitment to maintaining secure authentication.

Overview
SAP Concur will soon begin the deprecation process of removing Hash-Based Message Authentication Code (HMAC) as an SSO option. The replacement service for HMAC is SAML SSO is a self-service method of setup whereby client admins have access within SAP Concur to complete their SAML connections.

Clients currently using HMAC are encouraged to migrate to the SSO self-service tool as soon as it is released (targeted for Q2 2020). The new SSO self-service tool allows multiple portals (Identity Providers) to be added.

The HMAC deprecation includes two phases:

Phase I:

· Clients must have an Identity Provider (IdP) or a custom SAML 2.0 solution.

· Clients begin testing the new SSO self-service tool. (See below for more information.)

· Travel Management Companies (TMCs) prepare for onboarding new SAP Concur clients using the new SSO self-service tool, which is targeted for release in Q2 2020.

· Once the SSO tool is available, customers will be notified via release notes about the official deprecation date of HMAC. As of the official deprecation date, no new clients can be onboarded using HMAC; new clients must be onboarded using the new SSO self-service tool.
· Existing clients using HMAC need to be migrated using the new SSO self-service tool.
Phase II:

· Travel Management Companies (TMCs) continue migrating existing SAP Concur clients from the HMAC service to the new SSO self-service tool.

· Shut down the HMAC service after everyone has migrated from HMAC to the new SSO self-service tool. Phase II is targeted to end mid-year 2020.

Business Purpose / Client Benefit
This change provides better security and improved support for users logging in to SAP Concur products and services.

Important – Migration for TMCs
Travel Management Companies (TMCs) will be largely impacted and should begin testing SAML SSO now to prepare for migration to the new SSO self-service tool.
TMCs need to set up SAML SSO instead of HMAC for their new clients. Setting up SAML SSO now allows more time for TMCs to test the SSO self-service tool and train internal staff to assist clients.

To prepare for Phase I of the HMAC deprecation:

· TMCs first need to support SAML 2.0. TMCs need to contract for or develop their SAML 2.0 solution. TMCs need to have an Identity Provider (IdP).

· Once support for SAML 2.0 is complete, TMCs that need more information can open a case with SAP Concur support. TMCs do not need to use the online order form to request setup.

Important – Migration for Legacy HMAC Clients

Clients should begin testing SSO immediately to prepare for migration to the new SSO self-service tool.

To prepare for Phase I of the HMAC deprecation:

· Clients need to have an Identity Provider (IdP) or a custom SAML 2.0 solution.

· Clients can configure the SSO self-service tool as soon as it is released in Q2 2020.

More Information
For more information, refer to Authentication | **Planned Changes** Single Sign-On (SSO) Self-Service Option in the Shared Planned Changes release notes. 

Data Retention
Manage Holds & Purge Users Description Updated (Apr 3)

Overview

The description of the Manage Holds & Purge Users data retention feature that appears on the Administration > Company > Data Retention page has been updated.

Before Update
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After Update
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Business Purpose / Client Benefit
This update provides more accurate information about where a user with the Data Retention Administrator role can find the Hold User, Remove Hold, and Purge User buttons.

Configuration / Feature Activation

There are no configuration or activation steps
For more information, refer to the Shared: Data Retention Setup Guide for Professional edition, or the Shared: Data Retention Setup Guide for Standard Edition.
File Transfer Updates

**Ongoing** SAP Concur Legacy File Move Migration

	Applies to:
	Expense
	Invoice
	Request
	Travel
	Other

	Edition(s)
	Professional,
Standard
	Professional,
Standard
	Professional,
Standard
	Professional,
Standard
	Intelligence

	Information First Published
	Information Last Modified
	Feature Target Release Date

	March 6, 2020
	--
	Ongoing in 2020


Overview

This release note is intended for the technical staff responsible for file transmissions with SAP Concur. For our customers and vendors participating in data exchange, SAP Concur is maintaining our file transfer subsystem to provide greater security for those file transfers. 

SAP Concur will begin migrating entities that currently use a legacy process for moving files to a more efficient and secure file routing process that relies on APIs. 

Clients whose entities are currently configured to use the legacy process will be migrated to the more efficient process sometime between now and the end of 2020. After they are migrated to the more efficient process, clients will see the following improvement:
· With the legacy process, clients had to wait for the file move schedule to run at a specified time. With the more efficient and secure API-based process, extracts and other outbound files from SAP Concur will be available within the existing overnight processing period shortly after the files are created.
This announcement pertains to the following file transfer DNS endpoints:

· st.concursolutions.com

Business Purpose / Client Benefit

These changes provide greater security and efficiency for file transfers.
Configuration / Feature Activation
If assistance is required, please contact SAP Concur Support.
For more information, refer to the Shared: File Transfer for Customers and Vendors User Guide.

NextGen Expense User Interface

**Ongoing** New User Interface for Concur Expense End Users
	Information First Published
	Information Last Modified
	Feature Target Release Date

	March 2018
	March 27, 2020
	TBD

	Any changes since the previous monthly release are highlighted in yellow in this release note.


Update: In order to respond to and take advantage of feedback from customers, and to align with SAP Concur’s commitment to ensure a smooth and successful transition, we are working on a revised deployment strategy for NextGen Expense.

Overview

SAP Concur is dedicated to the consistent improvement of our products, not only the features they provide, but also the experience of using those features. How users interact with technology changes over time, along with needs and expectations. We are constantly listening to our customers and soliciting feedback on how we can improve the user experience. 
NextGen Expense is the continued evolution of the SAP Concur user experience. It was built and will continue to be informed by what we learn from both user research and behavioral data. 

Customers will have the ability to preview and then opt in to NextGen Expense before the mandatory cutover.

Business Purpose / Client Benefit

The result is the next generation of the Concur Expense user interface designed to provide a modern, consistent, and streamlined user experience. This technology not only provides an enhanced user interface (UI), but also allows SAP Concur to react more quickly to customer requests to meet changing needs as they happen.

Products and Users Affected
In order to take advantage of these improvements, Concur Expense customers will be required to transition to NextGen Expense. The following provides information about the timeline and resources available to ensure this process is smooth and efficient for all users.
These UI changes apply to:

· All editions of Concur Expense (Professional/Premium and Standard)
· End users; there are no changes for approvers, processors, or admins

IMPORTANT: Timeline and Milestones

There are three important milestones for customers as they transition from the existing UI to NextGen Expense.
· We are currently in the Preview Period: During this time, the new UI is available to customers worldwide. We encourage administrators/power users to use the Preview Period to become familiar with the new interface. This is also an excellent time to begin updating internal training materials and preparing the organization for the transition. 

NOTE: During the Preview Period, not all planned features from the existing UI will be available in NextGen Expense. New features and enhancements continue to be planned for future releases. The Preview Period is intended to let customers get a head start on learning about the new UI and preparing for the transition.
· Opt-In Period: Following the Preview Period is an open Opt-In Period. This milestone is marked by SAP Concur delivering most planned features as well as further overall quality and stability.

Customers should use this period to execute their organization's transition plan to the NextGen Expense UI. Some remaining features will become available throughout this period, so customers should plan their roll out accordingly.

· Mandatory Cutover to NextGen Expense: All customers will be required to move to NextGen Expense. This ensures that SAP Concur continues to offer a consistent user experience for all customers and allows for superior product innovation and support. We have not yet set a final date when any remaining customers will be migrated automatically. Customers will have at least twelve months to complete the transition from when the date is announced.

Customers are encouraged to complete the tasks necessary to ensure a smooth transition for their organization during the Preview Period and then transition during the Opt-In Period.

Transition Materials – Guides and Other Resources

SAP Concur offers several guides, FAQs, release notes, and other resources to aid in the transition. All of the information that an organization needs to get started is available here:

· Professional Edition
· Standard Edition
The links above provide access to the following:

· Admin guides, FAQs, transition resources: The admin guide provides information about accessing NextGen Expense and the roles/permissions required. 

Along with the admin guide, there are FAQs, other resources (such as e-mail templates and other training materials), and a list of features that are not yet available in NextGen Expense. All of these can be used to help customers prepare their users for NextGen Expense.

NOTE: To help with training needs, customers can use the admin guide and end-user guide "as is" or they can use any part of them to create training materials. Customers can cut, copy, paste, delete, or otherwise edit either guide at will.

· End-User guide: This guide compares the existing UI to NextGen Expense to help users become comfortable with the new experience. This guide will be updated regularly during the Preview and Opt-In Periods as the UI is being finalized and enhanced. Admins should review the guide often.

NOTE: Like the admin guide, the organization can cut, copy, paste, delete, or otherwise edit this guide at will.

· Release information: During the Preview Period, the release of enhancements will not be on the regular SAP Concur release schedule. Instead, SAP Concur provides special release notes and information about features and enhancements that are nearing release.

Get Started

Customers are encouraged to use the transition materials described above and develop a plan for the transition.

More Information

Additional information will be available in future release notes.

Miscellaneous 

Modified Home Page Appears When Some Products and Services Are Unavailable (Mar 20)

Overview

Targeted for late March, when a user signs into SAP Concur, if some products or services are unavailable while other products and services are up and running, a modified version of the user’s Home page appears, providing access to the products and services that are up and running.
Prior to implementing this improvement, if a user attempted to sign in to SAP Concur when one or more products or services was not available, a 503 (service unavailable) message appeared, the user’s Home page could not be accessed, and the user had to wait until all services and products were available before signing in to SAP Concur. 

NOTE: The products and services that appear on a user’s Home page are specific to the user and they might differ from user to user. 

Business Purpose /Client Benefit

This enhancement enables users to complete tasks that rely on the products and services that are up and running even when other products and services might be unavailable.
What the User Sees

When the user signs in, SAP Concur determines which products and services are available to the user. If any products and services are unavailable, SAP Concur presents the user with a modified Home page that includes tiles for each of the available services and a message indicating that one or more products or services are currently unavailable.
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NOTE: For users with access to Concur Open (open.concur.com), Concur Open uses a different process for determining the up and down time of products and services. As a result, it might take slightly longer for Concur Open to reflect the immediate availability of a product or service.

Configuration / Feature Activation
This enhancement is automatically available; there are no additional configuration or activation steps.
New SSL Certificate for concursolutions.com

Overview
In an effort to ensure the ongoing security of our products and services, SAP Concur has issued a new concursolutions.com SSL certificate. The previous certificate expired on April 14, 2020.

Any customer who has pinned this expiring certificate needs to update to the new certificate. 
Customers who have not pinned the certificate do not need to take any action as the new certificate is updated automatically. Most customers do not pin the certificate.

NOTE: As an enhancement to our Security and Compliance program, SAP Concur plans to update this certificate annually.

Business Purpose / Client Benefit 

This update provides ongoing security for our products and services. 
Configuration / Feature Activation

Please consult with your IT department to check if this applies to you. 

The new SSL certificate can be accessed here; please provide this to your IT department:  http://assets.concur.com/concurtraining/cte/en-us/concursolutions.cert.pem. 

To save the certificate, click the link above, select all the text in the browser, copy it to a file, then name the file concursolutions.cert.pem.

Quick Expense

**Ongoing** Quick Expense v1 and Quick Expense v3 Retired and Decommissioned

	Information First Published
	Information Last Modified
	Feature Target Release Date

	September 2019
	April 15, 2020
	March 31, 2020

	Any changes since the previous monthly release are highlighted in yellow in this release note.


Overview

Effective March 31, 2020, the Quick Expense v1 and Quick Expense v3 APIs was retired and decommissioned. We encourage all current users to migrate to Quick Expense v4 as soon as possible. 

Please refer to the deprecation policy for definitions and additional information.
Business Purpose / Client Benefit

This update removes two outdated APIs. 
Planned Changes

The items in this section are targeted for future releases. SAP Concur reserves the right to postpone implementation of – or completely remove – any enhancement/change mentioned here. 
· IMPORTANT: These Planned Changes may not be all of the upcoming enhancements and modifications that affect this SAP Concur product or service. The Planned Changes that apply to multiple SAP Concur products and/or services are in a consolidated document. Please review the additional Planned Changes available in the Shared Planned Changes Release Notes.
Cards
**Planned Changes** Amex Business Card Connection (US)

	Information First Published
	Information Last Modified
	Feature Target Release Date

	May 2019
	March 11, 2020
	Q2 2020

	Any changes since the previous monthly release are highlighted in yellow in this release note.


Overview
SAP Concur will soon offer an American Express (Amex) business card connection. The Amex Business Card direct connect feature will allow customers to connect Amex business credit cards while in Concur Expense.
The Amex Business Card feature provides the following functionality:

· Provides an automatic daily refresh of transactions from Amex to SAP Concur (Concur Expense users do not need to sign into Amex to refresh transactions)

· Offers compatibility with SAP Concur Expense Assistant

· Allows the primary card holder to manage transactions without having to view all supplemental card transactions

· Supports Delegate and Proxy capabilities on transactions

· Provides transaction currency handling for foreign transactions

· Includes viewing available transactions

· Includes Concur Analytics for Standard reporting (including unsubmitted transactions)
NOTE: Planned enhancements include card administration capabilities and mass registration by the primary card holder.

NOTE: The new Amex Business Card Connection is only for American Express Business cards. This feature does not apply to any existing or future Amex corporate card programs.
This feature is targeted for Q2 2020. Additional countries will be included in future releases.

Business Purpose / Client Benefit

This feature provides SAP Concur customers with a business card connector.
Configuration / Feature Activation

Configuration information will be provided in a future release note.

Workflow 
**Planned Changes** Retirement of Email Confirmation for Faxed Receipt Images

Overview
SAP Concur will retire the email message that is currently provided to a user confirming that Concur Expense has received a faxed receipt image. 

This release note is specifically about the retirement of the email message. SAP Concur continues to support faxed receipt images.

Business Purpose / Client Benefit
This change allows SAP Concur to focus resources on alternate methods for receiving information using contemporary communication tools.
Configuration / Feature Activation

The change will be made automatically; there will be no retirement or deactivation steps.
Client Notifications

Browser Certifications and Supported Configurations
Monthly Browser Certifications and Supported Configurations

The SAP Concur Release Notes – Monthly Browser Certifications document lists current and planned browser certifications. The document is available with the other SAP Concur monthly release notes.

The Concur Travel & Expense Supported Configurations – Client Version guide is available with the setup guides, user guides, and other technical documentation.

For information about accessing all release notes, browser certifications, setup guides, user guides, other technical documentation, and supported configurations, refer to the Additional Release Notes and Other Technical Documentation section in this document.

Subprocessors

SAP Concur Non-Affiliated Subprocessors

The list of non-affiliated subprocessors is available here: SAP Concur list of Subprocessors
If you have questions or comments, please reach out to: Privacy-Request@Concur.com 

Additional Release Notes and Other Technical Documentation

Online Help – Admins

Any user with any "admin" role can access release notes, setup guides, user guides, admin summaries, monthly browser certifications, supported configurations, and other resources via online Help.
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SAP Concur Support Portal – Selected Users
Selected users within the company can access release notes, setup guides, user guides, admin summaries, monthly browser certifications, supported configurations, and other resources via the SAP Concur support portal.
If a user has the proper SAP Concur support portal permissions, then the Contact Support option is available to them on the Help menu. The user clicks Help > Contact Support. On the support page, the user clicks Resources > Release/Tech Info.
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Cases

Check Support Case Status

The steps in this procedure provide instructions for checking whether a case is resolved. 

 To check the status of a submitted case

1. Log on to https://concursolutions.com/portal.asp.

2. Click Help > Contact Support.     
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NOTE: If you do not have the option to contact SAP Concur support under the Help menu, then your company has chosen to support the SAP Concur service internally. Please contact your internal support desk for assistance.
3. Click Support > View Cases.
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4. In the table, view the desired type of cases based on the View list selection. Search results are limited to each company's own cases.
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Example

This release's (case) fixes include, but are not limited to, the following:


	Case ID
	Description

	11673115
	Smart Expenses

Attendees were removed when a match between a manual entry and smart expense was accepted.

The code has been updated and this issue is no longer reproducible.
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