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Risk Management 
NOTE: Multiple SAP Concur product versions and UI themes are available, so this content might contain images or procedures that do not precisely match your implementation. For example, when SAP Fiori UI themes are implemented, home page navigation is consolidated under the SAP Concur Home menu.
Section 1:  Permissions

A company administrator may or may not have the correct permissions to use this feature. The administrator may have limited permissions, for example, they can affect only certain groups and/or use only certain options (view but not create or edit). 

If a company administrator needs to use this feature and does not have the proper permissions, they should contact the company's SAP Concur administrator.

Also, the administrator should be aware that some of the tasks described in this guide can be completed only by SAP Concur staff. In this case, the client must initiate a service request with SAP Concur support.

Section 2:  Overview of Concur Request

Refer to the Concur Request: Overview Guide for general information about requests, such as the end-user experience, the approver experience, workflow, settings, configuration basics, etc.

Section 3:  Concur Request Configurations

Not all Concur Request features are available for all Concur Request implementations.


	Implementation
	Is this feature available?

	Stand-alone
	Yes, Optional

	Integrated with Concur Expense (but not Concur Travel)
	Yes, Optional

	Integrated with Concur Travel (but not Concur Expense)
	Yes, Optional

	Integrated with Concur Expense and Concur Travel
	Yes, Optional


Section 4:  Overview of Risk Management 
Risk Management is a free service within Concur Request that allows clients to manage duty-of-care (risk, travel warnings, reminders) for their employees. 
· The Riskline risk levels leveraged in Concur Request are based on the overall risk evaluated for a country over time. They take into consideration the frequency of things like political unrest, weather issues, natural disasters, and media events in the country.
NOTE: The risk levels do not reflect the immediate level of risk in a country. For example, the risk level for a country most likely will not change if there is a natural disaster or moment of political unrest that rarely occurs in that country.
· Warnings and reminders might be about requirements for visas, travel documentation, vaccinations, medical supplies to bring, etc.

Risk Management provides this information to users and approvers during the booking and approval process, based on the requested travel location. 
Clients can generate audit rules and workflow rules based on these risk ratings. For example, the client can require special approval by the Personnel department or Security Services for travel to countries that are above a certain risk level, or the client can block all travel to countries with the highest risk level.
Implementation Options

There are two ways to implement Risk Management, based on the risk content provider:

· The client can use either:

· Riskline: Provides Riskline's country risk ratings and risk content
– or –

· Riskline/DFAT: Used for Australia – Provides the Australia's Department of Foreign Affairs and Trade (DFAT) risk content and Riskline's country risk ratings

NOTE: This risk referential is no longer supported. Do not select the Riskline/DFAT option. Customers who previously selected the Riskline/DFAT option may continue to use the data, but that data might be outdated. It is strongly recommended that customers switch to using the Riskline option.

· The client can provide their own risk content.

· IMPORTANT: This type of implementation is not available for sale or implementation without SAP Concur Product Marketing executive approval.

This guide discusses both types of implementations though the client-provided content method is described in the appendix.

Section 5:  End-User Experience
When Risk Management is enabled and a country associated with a travel advisory is selected in the request header and/or segments, the Travel Advisory menu selection becomes available on the Request Details menu under Linked Add-ons.

Also, the Missing required field: Traveller Consent alert is displayed at the top of the request.
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End-User Review

Here the client requires the user to review the travel advisory information before submitting the request.
The user can click the View link in the alert to open the Travel Advisory dialog for the selected country.

The following image is an example of the Travel Advisory dialog for the United States.
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The user can also open the Travel Advisory dialog for the selected country by clicking the Travel risk advisory link in the Travel Advisory dialog. The user can also click the Travel Advisory menu selection in the Request Details menu to open the Travel Advisory dialog.
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The risk content provider provides a URL per country when available:

· If there is a URL available, a link to the provider's website appears below the country location (as shown above). The link is titled Travel risk advisory with the severity rating number. The user clicks the link to access the risk-related information.

· If there is no URL available, there is no link; it is simply text indicating the risk rating for the country. The text is titled Safety Rating with the severity rating number.

NOTE: Neither the link text nor the label text is configurable.

The admin can create audit rules based on the risk level of the country of travel. The client can also define segment-level audit rules for the same purpose.

End-User Consent

To provide consent, in the Traveller Consent column, the user clicks the check box for the country. After the user selects the check box, the user’s name and date will appear in the Traveller Consent column for the country. 
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NOTE: The travel advisory for the selected country must be read before selecting the Traveller Consent check box for the country.

If the user attempts to select the Traveller Consent check box for the country before reading the travel advisory for the country, the following message appears: Please review the country information.
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When the user clicks Save, the user's consent information appears.
NOTE: Concur Request approvers can also view the travel advisory for the selected country or countries and can view the traveler consent information in the Travel Advisory dialog.

When consent is complete, the Main Destination City and Main Destination Country fields display on the Edit Request Header page, and the user can click Save.
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Section 6:  Risk Manager (Processor) Experience
If Risk Management is enabled in Concur Request, then a new processor role – Risk Manager – is available. If a user is assigned the Risk Manager role, then that user (processor) can manage all requests based on a risk level.

Using Requests > Process Requests, the Risk Manager selects Requests Pending Approval with a risk level from the Run Query list. The list of requests appears. 
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Note the following:

· If the request is pending approval, the Risk Manager can approve, send back, or approve/forward (if the configuration allows).

· If the request is already approved, the Risk Manager can only view the request.

Section 7:  Risk Management Synchronization Details

The Risk Management product synchronizes with Concur Request data, as detailed below.

When are Concur Request details synchronized?

· Non-manual segments (Retrieve Offline PNR and Concur Travel bookings) are already in ItinDB.

· All manual segments are inserted in ItinDB at final approval. If the request is approved multiple times, it creates a new itinerary in ItinDB.

· Manual and non-manual segments are synchronized as separate itineraries.

· Manual segments are flagged as cancelled in ItinDB when the request is recalled after approval.

· All segments (manual and non-manual) are flagged as cancelled in ItinDB when the request is cancelled.

Which request segments are synchronized?

· The following system and custom segment types: Car Rental, Hotel Reservation, Railway Ticket (identified via the Form Type object).

· The following system segment type: Air Ticket.

· The Request Header is also sent as a “Travel” using Main Destination, Start Date and End Date information.

· This especially make sense for the few clients using only the header to describe their trip plan.

· One-way, round-trip, multi-legs segments.

What are the conditions for a segment to be synchronized?

· Hotel & Car rental: Must have a start and end date and one location.
· Air / Rail: Must have an origin and destination location and a departure date.

Which data is synchronized?

· Request Header: CompanyId (Outtask DB identifier), UserId (Outtask DB identifier), Request Name (Trip_Name), Purpose (Description), Request ID (Travel_request_ID), Start date, End date, Creation date, Last modified, Approval status, ClientLocator (same as Travel_Request_Id), itin source ID = 6 (“TravelRequest”), trip status = 4 (“Virtual Itinerary”).

· Request Segment: 

· Departure and Arrival locations (any of the following when available): IATA code, Location name, Location Country, Location State, Location Latitude & Longitude.
NOTE: The Travel DB does geocoding for non-IATA locations without Latitude & Longitude.
· Departure and Arrival dates, times, and slots (e.g., morning, evening).

· Misc: Flight number, Confirmation number, Vendor.

Section 8:  Configuration

Here are the steps for activating and configuring the Risk Management feature:

· Step 1: Activate the module property

· Step 2: Define the risk referential (risk-level source)
· Step 3: Modify risk-level options

· Step 4: Configure the starting risk level (optional)

· Step 5: Configure the Segment forms

· Step 6: Modify the request policy

· Step 7: Create audit rules (optional)

· Step 8: Add fields to the header (optional)

· Step 9: Add custom fields to the Request Risk Summary form (optional)

· Step 10: Add booking switch criteria (optional)

· Step 11: Modify the workflow (optional)

· Step 12: Assign the Risk Manager (processor) role (optional)

· Step 13: Configure printed reports (optional)

Step 1: Activate the Module Property (SAP Concur)
Risk Management is enabled via am SAP Concur internal-only module property.

Required Permissions for this Task

The user completing this task must have the SAP Concur internal-only module management permission.

Set the Module Property

 To set the module property:

1. Click Administration > Concur > Module Management.
2. Locate the desired entity.

3. Set the Enable Risk Management property to true.

Step 2: Define the Risk Referential (SAP Concur)
By defining the risk referential, you are indicating who will define the risk levels and who will map those risk levels to countries. Currently, there are two options:
· Riskline: Provides Riskline's country risk ratings and risk content
– or –

· Riskline/DFAT: Used for Australia – Provides the Australia's Department of Foreign Affairs and Trade (DFAT) risk content and Riskline's country risk ratings

NOTE: This risk referential is no longer supported. Do not select the Riskline/DFAT option. Customers who previously selected the Riskline/DFAT option may continue to use the data, but that data might be outdated. It is strongly recommended that customers switch to using the Riskline option.

NOTE: There is a third option – Company Defined DO NOT USE – which cannot be used without Concur Product Marketing executive approval. This option is described in the appendix in this guide.
Required Permissions for this Task

The user completing this task must be assigned an SAP Concur internal-only implementation permission.

Define the Risk Referential

Define the risk referential in Company Admin.

 To define the risk referential:

4. Click Administration > Company > Company Admin.

5. Click Risk Management (left menu). The Risk Management page appears. 
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6. In the Company Name section:

· Select the desired company. 
NOTE: The only companies that appear in this list are those with the Enable Risk Management module property set to true.
· Click Choose.

7. On the Referential tab:
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· In the Risk Referential list, always select Riskline/ConTgo.
· Click Choose.

· Click Yes for the confirmation message.

· IMPORTANT: Clicking Choose and Yes populates of the default risk levels and countries for the company. If you fail to do this, the company will have no starting (default) data.

Note the following:

· The risk management page contains two other tabs: Risk Level and Country. You can edit the information on these two tabs (as described on the following pages) for the client but be aware that most of the fields are read-only because the data is supplied by the risk content provider.
· Your changes here affect the client you are administering. Your changes do not affect in any way the default data that will be provided to future Risk Management clients.
Step 3: Modify Risk-Level Options

You can set risk-related options, for example, to require the user to read the risk-related information or to require the user to provide emergency contact information in Profile before the user can submit the request. You can also identify local contacts (like one of your employees in the destination country) so the user has contact information available.
Required Permissions for this Task

The user completing this task must be assigned the Risk Management Admin permission or the Company Admin permission (Risk Management Admin is included in Company Admin).

To provide the permission to a user who is not a Company Admin, assign it like any other permission in the Travel section of User Permissions.
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Access Risk Management

The steps show how to access Risk Management via Request Admin. If you are a Company Admin, you can also access it in Company Administration.
 To access Risk Management:

8. Click Administration > Request.
9. Click Risk Management (left menu). The Risk Management page appears.
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It contains two tabs: Risk Level and Country.
Modify Risk-Level Options

NOTE: Most of the information on this tab is supplied by the risk content provider and cannot be changed.
 To modify risk-level options:

10. On the Risk Level tab, click Edit for the desired level. The Modify Risk Level page appears.
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11. You can change one or both options:


	Field
	Description

	Require Traveler Consent
	Select (enable) this check box to force the user to click the link in the Risk Level column before the user can click the check box in the Traveler Consent column on the Travel Advisory tab on the request.

	Require Emergency Contact
	Select (enable) this check box to require the user to provide emergency contact information in Profile before the user can submit the request.


12. Click Save.

Provide Local Contacts for Countries

You can enter contact information, for example, a staff member of one of your branches in the selected country. That person can then be notified if there will be travelers in the area.

NOTE: Most of the information on this tab is supplied by the risk content provider and cannot be changed.

 To edit a country contact:

13. Click the Country tab.
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14. Click Edit next to the desired country. The Modify Country page appears.
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15. Make the desired changes:


	Field
	Description

	Local Contact Email(s)
	Enter the email address of a local contact in the "risk" country, for example, from your local office in that country. To enter multiple email addresses, separate with a semi-colon (;).

Concur Request can be configured (via Request Policies) so that the listed contacts receive email notifications when a request that involves their country is submitted and/or approved.

	Local Contact Language
	Select the language of the local contact.


Step 4: Configure the Starting Risk Level (Optional)

You can set the lowest risk level at which to display risk information to users in the request detail. The default is set to zero but the client can, if desired, set the number to 0 through 5. For example, if the client set the number to 2, then the Travel Advisory tab appears only for trips involving countries with risk level 3 or above.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted or restricted) role. 

Change the Starting Risk Level

 To change the lowest risk level setting:

16. Click Administration > Request > Site Settings (left menu).
17. In the Consider request as at-risk for risk rating above field, enter the desired number.
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18. Click Save.

Step 5: Configure the Segment Forms 

Configure the segment forms to include the data fields which are synchronized with Risk Management.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted) role. 

Configure the Segment Forms

 To configure the forms:

19. Click Administration > Request > Forms and Fields. 

20. Select the desired Form Type. 

21. Verify that the segment form contains the fields that are synchronized with Risk Management, as detailed in the Risk Management Synchronization Details section of this guide. 
NOTE: The Arrival Date/Time/Time slot fields should be hidden in the forms selected for the “Air Ticket” and “Rail Ticket” system segment types, otherwise users have the option to not select a departure date, which is not supported by Concur Risk (travelers won’t be located accurately in Concur Risk “MapCast”).

For more information, refer to the Concur Request: Forms and Fields Setup Guide. 

Step 6: Modify the Request Policy 

Modify the request policy to:

· Select the Risk Summary Form, which ensures that the Travel Advisory tab appears on the request.

· Select the notification that will be sent to the Risk Manager(s) and country contact(s) when a risk-related request is submitted and/or approved.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted) role. 

Modify the Request Policy

 To modify the policy:

22. Click Administration > Request > Request Policies. The Request Policies page appears.

23. Either:

· Select the desired policy and click Modify.
– or –

· Double-click the desired policy (anywhere on the line - not just the name).

The Modify Request Policy page appears. 
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24. Make the appropriate changes.


	Field
	Description

	Risk Summary Form
	Select the default summary form. 

This form provides the Travel Advisory tab on the request. If you do not select the form, the tab does not appear. 

	Risk Manager Notification
	Select the notification that will be sent to the Risk Manager (processor) when a request is submitted if that request includes a country with a risk level greater than the client-defined level.
NOTES: 
· Currently, there is only one default notification. You can create additional notifications using the Email Notifications tab in Administration > Request > Workflows.

· The lowest risk level is defined in Administration > Request > Site Settings.

	Country Contact Notification
	Select the notification that will be sent to the country contact(s) when a request is submitted if that request includes that contact's country and if the country has a risk level greater than the client-defined level. 
NOTES:
· Country contacts are defined on the risk management page (Administration > Company > Company Admin > Risk Management).

· Currently, there is only one default notification. You can create additional notifications using the Email Notifications tab in Administration > Request > Workflows.

· The lowest risk level is defined in Administration > Request > Site Settings.

	Risk Manager Approval Notification
	Select the notification that will be sent to the Risk Manager (processor) when a request is approved if that request includes a country with a risk level greater than the client-defined level. 

NOTES:

· Currently, there is only one default notification. You can create additional notifications using the Email Notifications tab in Administration > Request > Workflows.

· The lowest risk level is defined in Administration > Request > Site Settings.

	Country Contact Approval Notification
	Select the notification that will be sent to the country contact(s) when a request is approved if that request includes that contact's country and if the country has a risk level greater than the client-defined level. 
NOTES:
· Country contacts are defined on the risk management page (Administration > Company > Company Admin > Risk Management).

Currently, there is only one default notification. You can create additional notifications using the Email Notifications tab in Administration > Request > Workflows.

· The lowest risk level is defined in Administration > Request > Site Settings.


25. Click Next.

For more information about policies, refer to the Concur Request: Policies and Groups Setup Guide.

Step 7: Create Audit Rules (Optional) 

You can create risk-related audit rules to provide additional information for users, prevent travel to countries with a specific risk level, etc.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (restricted or unrestricted) role. 

Create Audit Rules

 To create audit rules:

26. Click Administration > Request > Audit Rules.
27. Create one or more audit rules using these options:


	Data Object
	Options

	Request Header
	· Highest Country Risk Level 

· Main Destination Risk Level

	Request Expense
	· Location Risk Level

	Request Segment
	· From Location Risk Level

· To Location Risk Level


For more information about audit rules, refer to the Concur Request: Audit Rules Setup Guide.

Step 8: Add Fields to the Header (Optional) 

You can add two fields to the header, which collect data for audit rules and printed reports. They are read-only fields and can be hidden, if desired.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted) role. 

Add Fields to the Header

 To add fields:

28. Click Administration > Request > Forms and Fields.
29. In the Form Type list, select Request Header.

30. On the Forms tab, select the desired form.

31. Click Add Fields.
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32. Select one or both fields to add to the header.
For more information about forms and fields, refer to the Concur Request: Forms and Fields Setup Guide.

Step 9: Add Custom Fields to the Request Risk Summary Form (Optional) 

You can add custom fields to the Request Risk Summary form, which provides the information on the Travel Advisory dialog.
[image: image19.png]Travel Advisory

Country/Region = Risk Level T} Traveller Consent 7|
AFGHANISTAN Travel risk advisory - Risk Level: Extreme (Level 5) Adam User, brigadier, 2020-11-04
SYRIAN ARAB REPUBLIC Travel risk advisory - Risk Level: Extreme (Level 5) O

Cancel





The client can request to add up to 10 custom fields on the Request Risk Summary form. These custom fields can be used for text, lists, connected lists, etc.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted) role. 

Add Fields to the Request Risk Summary Form

 To add fields:

33. Click Administration > Request > Forms and Fields.
34. In the Form Type list, select Request Risk Summary.

[image: image20.png]Forms and Fields

FomType: (" Request Risk Summary TD

Forms || Form Fields || Fields || Connected Lists || Vaidations

\ ) 1 ] I ]

| Formame

© Defaut Request Risk Summary Form

Form Fields:

Safely Raiing/information





35. Add and customize the desired custom fields.

For more information about forms and fields, refer to the Concur Request: Forms and Fields Setup Guide.

Step 10: Add Booking Switch Criteria (Optional) 

You can add risk-related criteria to the booking switch.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted) role.

Add Booking Switch Criteria

 To add criteria:

36. Click Administration > Request > Booking Switch.
37. Create the booking switch criteria using this option:
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For more information about the booking switch, refer to the Concur Request: Booking Switch Setup Guide.

Step 11: Modify the Workflow (Optional) 

You can add the Risk Manager (processor) to the workflow.

Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (unrestricted) role. 

Modify the Workflow

 To modify the workflow:

38. Click Administration > Request > Workflow. The Workflows page appears.

39. Either:

· Select the desired policy and click Modify.
– or –

· Double-click the desired policy (anywhere on the line - not just the name).

40. On the Steps tab, you can modify an existing step or add a new step.

41. In the Add Workflow Step or Modify Workflow Step window, whichever applies, select Risk Manager from the Role list.
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42. Make any other workflow changes, such as reordering steps or creating step rules.

For more information about workflows, refer to the Concur Request:  Workflow – General Information Setup Guide. 

Step 12: Assign the Risk Manager (Processor) Role (Optional)

If you elect to use the Risk Manager (processor) in Concur Request, then assign the Risk Manager role. You can assign the role manually as described below or you can assign it via the employee import.

Required Permissions for this Task

The user completing this task must be able to assign roles on the Request tab in Company Admin.

Assign the Role

 To assign the role:

43. Click Administration > Company > Company Admin > User Permissions.
44. Click the Request tab.

45. Either by user or role, assign the Risk Manager role.
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Step 13: Configure Printed Reports (Optional)

You can add travel advisory information and emergency contact information to printed reports.

Risk Level, Travel Advisory, and Destination fields added to the RequestHeader section:
[image: image24.png]Ser s 09/07/2015
£rd D22 09/11/2015
Request oy - Default Request Policy
Puspose: Sales meetings
Mai Destination Rk Lovel - Moderate (Level 2)
Highes Locaton sk Level - Moderate (Level 2)
Travel Adsory : ARGENTINA - Moderate (Level 2)
s Dastination G + Buenos Alres (AR)
Man Destination Country : AR





Required Permissions for this Task

The user completing this task must be assigned the Request Configuration Administrator (restricted or unrestricted) role. 

Configure the Printed Reports

 To configure:

46. Click Administration > Request > Printed Reports.
47. Add the advisory-related or contact-related fields just like other RequestHeader fields.
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For more information about printer reports, refer to the Concur Request:  Printed Reports Setup Guide. 
Section 9:  Appendix A – Client-Provided Risk Content

· IMPORTANT: This type of implementation is not available for sale or implementation without SAP Concur Product Marketing executive approval.

To implement, most of the steps are exactly the same as shown on the previous pages, except for the following steps:

Step 2: Define the risk referential (risk-level source)

On the Referential tab, select Company Defined DO NOT USE.
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Step 3: Modify risk-level options

On the Risk Level tab:
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· Most of the options are editable. Make the desired changes.

· The Require Country Link check box appears. Use this check box to force the user to click the country link (risk level for this country) before submitting the request. It is to force the user to read the documentation.
On the Country tab:
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On the top portion of the tab:
	Field
	Description

	Country Code, Country Name
	Uniquely identify a country. These fields are always read-only.

	Risk Level
	Determines the level of risk for the specific country

	Local Contact Email(s)
	Enter the email address of a local contact in the "risk" country, for example, from your local office in that country. To enter multiple email addresses, separate with a semi-colon (;).

Concur Request can be configured (via Request Policies) so that the listed contacts receive email notifications when a request that involves their country is submitted and/or approved.

	Local Contact Language
	Select the language of the local contact.


On the Documentation tab toward the bottom of the page:
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	Field
	Description

	Language
	Select the language in which the documentation is available.

	Country Documentation
	Enter the URL of the country documentation.


On the Area tab toward the bottom of the page:
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NOTE: When a country is mapped to multiple areas, then the Request Header Risk Zone field will display the listed areas and apply the corresponding risk level.

	Field
	Description

	Area Name
	Enter the area name.

	Area Code
	Enter a unique code for this area.

	Risk Level
	Enter the risk level which will be applied to this specific area.

	Active
	Select to dis/enable this area.


Step 7: Add Fields to the Header (Optional)
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Consider adding the Main Destination Country and Risk Zone fields, editable by the Request User only. This will display the Risk Area field (if configured).

Best practice configuration: Configure these 2 fields modifiable by the user only. The information must be read-only for approvers.
☼
Applies to these SAP Concur solutions:


( Expense�( Professional/Premium edition�( Standard edition


( Travel �( Professional/Premium edition �( Standard edition


( Invoice�( Professional/Premium edition �( Standard edition


( Request�( Professional/Premium edition�( Standard edition
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