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Data Retention 

Section 1:  Permissions 

A company administrator may or may not have the correct permissions to use this 
feature. The administrator may have limited permissions, for example, they can 
affect only certain groups and/or use only certain options (view but not create or 
edit).  

If a company administrator needs to use this feature and does not have the proper 
permissions, they should contact the company's SAP Concur administrator. 

In addition, the administrator should be aware that some of the tasks described in 
this guide can be completed only by SAP Concur. In this case, the client must initiate 
a service request with SAP Concur support.  

Section 2:  Overview 

The Data Retention feature will allow clients to control how long SAP Concur stores 
their data based on who, when, and where criteria.  

By configuring this feature, clients can mitigate their need to comply with data 
privacy regulations by removing data. This feature removes data by anonymizing, 
deleting, or obfuscating the data. 

 For more information, refer to the Shared: Data Retention Setup Guide. 

Once data retention periods for this feature are initially configured, the following two 
tasks are likely to be the most common: 

• Hold User 
 
The Data Retention feature includes the ability to place a hold on a specific 
user whose data will be excluded by this feature and in this way, 
accommodates situations when it is necessary or desirable to retain specific 
users' older data. 

! IMPORTANT: The maximum number of users you can put on hold is 1000. 
HOLD feature work cannot be guaranteed for users that exceed the limit of 
1000. If you require more than 1000 users to be placed on HOLD, open an 
SAP Concur service ticket. 

• Purge User 
 
The Data Retention feature includes the ability to remove the data of a 
specific user from a production or test environment independent of the 
company-wide data retention configuration. 
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Section 3:  Hold User 

A hold can be placed on a user so that none of that user's data will be impacted 
(removed) by the Data Retention feature.  

The Data Retention feature provides a Hold User button on each user's 
configuration page. This button preserves the data for this user regardless of the 
Data Retention configuration until it (the hold) is removed. 

 

Clicking the Hold User button has an immediate impact; it is not necessary to click 
Save. 

Keep a Specific User's Data 

 To place a hold on a user's data 

1. Log in as an Admin. 

2. Click Expense & Invoice Settings > Users. 

3. Double-click the user's name. 
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4. Click Hold User. 

 

5. On the confirmation window, click Hold User Data. 

Section 4:  Purge User 

The Data Retention feature provides a Purge User button on the Users page. 

 

The Purge User button should only be used to purge users that have no transaction 
history.  

! IMPORTANT: SAP Concur plans to remove the Purge User button in the near 
future. 

Before clicking the Purge User button, clear the Active checkbox, set an account 
termination date, and if there is a Hold on the user, click the Remove Hold button. 



Section 4: Purge User 
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Clicking the Purge User button has an immediate impact; it is not necessary to click 
Save. 

Remove a Specific User's Data 

Removing the user data from a production environment, explained below, is similar 
to removing data from a test environment. However, when removing a user’s data 
from a test environment, additional steps explained in this document are required.  

 To purge a user's data 

1. Log in as an Admin. 

2. Click Expense & Invoice Settings > Users. 

3. Double-click the user's name. 

4. If the user is active, clear the Active checkbox. 

5. If there is a Hold on the user, click Remove Hold. 

6. Click Purge User. 

 

NOTE: It may take up to 24 hours for the Purge User button to enable after 
deactivating a user. 

7. On the confirmation window, click Purge User. 
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8. On the confirmation window, click Yes. 

! IMPORTANT: This operation is final. There is no 72-hour delay. 
Purged user data cannot be recovered. This includes the user’s 
data such as expense reports, not just the user’s profile. 

9. On the second confirmation window, click OK. 

NOTE: Obfuscated users do not have records that display on the User page. 
Reporting may indicate the existence of these users. 

Removing a User’s Data from a Test Environment 

Concur Support must be contacted to remove user data from a test environment – 
the tools to do so are not available to the client. 

 To remove user data from a test environment: 

1. First, confirm the specified user’s data has been removed from any production 
environment. 

2. Submit a ticket to Concur Support requesting the functionality to remove a 
user from a test environment be implemented for the client. 

3. On confirmation from Concur that the functionality to do so is enabled, use 
the procedure Remove a Specific User’s Data in this document to remove the 
user’s data from the specified test environment. 

4. Contact Concur Support confirming the task is completed. 

5. Concur Support closes the ticket on confirmation, disabling the functionality 
to remove users from a test entity.  
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