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SAP Concur Password Policy Settings
[bookmark: _Toc379901917][bookmark: _Toc379901981][bookmark: _Toc379902046][bookmark: _Toc386361626][bookmark: _Toc386541001][bookmark: _Toc150937525]Overview
A company administrator can define the password policy for SAP Concur solutions on the Sign-In Settings page. The Sign-In Settings page enables admins to configure the following requirements and parameters:
Password length and character requirements 
Password expiration and reset requirements
Account lockout parameters
Inactive user session timeout parameters
First sign in password change requirement
Visibility of username reset link
Email Address requirement for 2FA
Until the administrator manually changes the default policy settings through the Sign-In Settings page, the default password policy is in effect for their users.


[bookmark: _Toc150937526]Accessing the Sign-In Settings Page
A Concur Administrator with the required permissions can navigate to the Sign-In Settings page and configure the login policy for their SAP Concur solutions.
[bookmark: _Toc150937527]Professional Edition
Permissions
To access Sign-in Settings in Professional Edition, a user must have either the Company Administration permission or the Password Manager permission assigned to them. In Professional Edition, a user with the Permission Administrator or Company Administration permission can assign the Password Manager permission to a user who needs access to Sign-in Settings. 
Accessing Sign-In Settings
On the on the Administration menu, click Authentication Admin, and then click Sign-In Settings.
The other options available on the Authentication Administration page vary depending on your company’s configuration.
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[bookmark: _Toc150937528]Standard Edition
Permissions
To access the Sign-In Settings page in Standard Edition, a user must have the Can administer, Travel-Only administrator, or Expense and Travel administrator check box selected on their user account page. In Standard edition, the client administrator can select Can administer, Travel-Only administrator, or Expense and Travel administrator on the desired user’s user account page to enable the user to access Sign-In Settings.
The other options available on the Authentication Administration page vary depending on your company’s configuration.
Accessing Sign-In Settings
To access the Sign-In Settings page in SAP Concur Standard Edition, on the Administration menu, click Company > Authentication Admin. On the Authentication Administration page, click Sign-In Settings.
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[bookmark: _Toc150937529]Configuring the Password Policy
The Sign-In Settings page enables the administrator to define policies for the following:
Password Strength (required elements)
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Password Change (password reset and expiration)
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Account Lockout (conditions for locking an account)
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Session Timeout (response to user inactivity)
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Other Settings (username reset, change password, require email link for 2FA setup)
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[bookmark: _Toc150937530]Default, Minimum, and Maximum Settings
To improve security for our clients, SAP Concur specifies default, minimum, and maximum password policy settings. If a company admin does not change these settings, the default settings are enforced.
For the default, minimum, and maximum values, refer to the following table:

	Password Strength (required password elements)
	Minimum 
	Maximum 
	Default 

	Password length
	8
	255
	8

	Upper (A-Z) and lower (a-z) case letters required
	True/False
	True/False
	True

	Number (0-9) required
	True/False
	True/False
	False

	Number or special (non-alphabetic) character required
	True/False
	True/False
	True

	Special (non-alphanumeric) character required
	True/False
	True/False
	False

	Password Change (password reset and expiration)
	Minimum 
	Maximum 
	Default 

	How often users are allowed to change their password
	Never
	Anytime
	Anytime

	Password reset allowed once per day
	True/False
	True/False
	True

	Number of password changes required before reusing a password
	4
	20
	4

	Passwords expire
	True/False
	True/False
	True

	Period after which password expires
	1 month
	1 year
	6 months

	Account Lockout (criteria for locking an account after failed attempt(s))
	Minimum 
	Maximum 
	Default 

	Number of failed sign-in attempts allowed before an account is locked
	3
	20
	5

	Sign in failure window (elapsed time before restarting the failure count)
	10 min
	240 min
	10 min

	Permanent lockout
	True/False
	True/False
	False

	Duration of account lockout 
	30 min
	1440 min
	120 min

	Session Timeout (sign users out after a period of inactivity)
	Minimum 
	Maximum 
	Default 

	Display sign-out warning (display a warning x minutes before user is signed out due to inactivity)
	0
	15
	15

	Sign out an idle user (number of minutes a user can be idle before being automatically signed out)
	10
	120
	30

	Other settings
	Minimum 
	Maximum 
	Default 

	Hide the "Forgot Username" link
	True/False
	True/False
	False

	User must change their password on first sign in
	True/False
	True/False
	True

	Require users to receive an email link to set up 2FA
	Enabled/Disabled
	Enabled/Disabled
	Enabled
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